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Tutorial Example - Current State Zh steaet
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* Previous group Activity gave some insight in
— Construction of HCS
— ldentification of UCA
— Specification of Safety Constraints/Requirements.

* Nextis STPA Step 2

— ldentification of causal factors and scenarios that can lead to an UCA.
— Refinement/Extension of Safety Constraints/Requirements.
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Group Activity - STPA Step 2 aZ& Engmeering

« Select an UCA from the list you compiled in the previous
activity and that directly acts on the process.

* Construct the Control Loop for that UCA by proceeding as
follows:
— ldentify the controller issuing the associated CA.

— Isolate the parts of the control algorithm that are specific to that CA
(best Is to describe in natural language or some kind of pseudo-code)

— ldentify process model variables needed as input by the control
algorithm part.

— ldentify the “Sensors” (and related processes) that provide the required
Information to the controller. Add them to the loop.

— ldentify the “Actuators” that “realize” the CA and complete the loop.

— Use the Flipcharts to capture your Control Loop(s).
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Group Activity - STPA Step 2 aZ& R
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* Once the Control Loop is ready, start with the causal analysis.

 Proceed as follows:

— Start with the Controller.
« A good starting point is to look at the control algorithm.
 Are there flaws in the control algorithm? Issues with the process model?
 Ask yourself what could “convince” the controller to issue the UCA.

— Traverse the Control Loop in the correct sense to follow the line of
thoughts of that last question.

— Figure out what could lead to the same effect at the process level,
even if the controller does not issue the UCA itself.

— Last, take a step back and look at the whole thing. Any complex
scenarios?

— Document your analysis using the template sheets.
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* Discuss the following questions:
— Where could existing FTA or FMEA analyses be of use in this step?
— What about Control-Loop reuse (for other UCA).

— How large do you judge the effort to conduct an STPA in comparison to
other methods like FMEA and FTA.

— Is it necessary to fully complete Step 1 before starting with Step 27?

» Time for this activity: rest of the tutorial time... minus 10
minutes for last comments.
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Control Loop Structure
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A few final Comments Zh Eomaaing
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« Many more things to cover... but not in that short time.

* You need some experience to fully grasp STPA.
— We are still learning a lot!
*  Where could existing FTA or FMEA analyses be of use in this step?

— In principle wherever a readily existing analysis answers one of the questions
raised in the STPA process, it can be “plugged-in”.

— STPA as a “framework” allows to put existing low-level analyses in a common
context.

* Is it necessary to fully complete Step 1 before starting with Step 2?

— “Drill-Down” is possible at any time.
* You can switch from Step 1 to Step 2 at any point you deem necessary.
» Quite straightforward to follow prioritized questions from top to bottom.
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A few final Comments Zh Eomaaing
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« STPA seems to be a very “expensive” method...
— Seriously analyzing complex systems is not a trivial task.

— Need to compare with the effort to do an FMEA or FTA with the same
level of completeness and systematics!

— FMEA and FTA are generic “techniques”. Their application needs to be
defined in a SOP. This comes at a cost.

« The risk of missing or misunderstanding something is much bigger,
compared to the structured and guided approach of STPA.

— The basis for an STPA is well documented in diagrammatic form.
* Much easier to maintain the analysis after system changes.
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Tool Support for Safety Guided Design
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' Contact: Sven Stefan Krauss
S H R svenstefan.krauss@zhaw.ch

STPA based hazard and risk analysis http://www.sahra.ch

SAHRA Key Features
« Extension for Sparx Systems Enterprise Architect.

Mathematics and Physics

» Perform STPA together with requirements and design
activities in same UML/SysML CASE tool.

SAHRA STPA Profile
* The STPA Profile provides the STPA diagram types, all needed
elements in toolboxes, query and document export templates.

SAHRA Object Brower

« Context-sensitive object browser provides traceability
information and supports efficient editing during modeling and
analysis.

SAHRA Analysis Editor

* The analysis editor allows doing STPA Step 1 and Step 2
analysis in an innovative way using mind maps for analysis
visualization and drag and drop support for easy editing.

Sparx Systems, Sparx Systems Logo, Enterprise Architect are registered trademarks of Sparx Systems Ltd.,
Creswick, Australia
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